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Invoke the P2P client application on user's computer 
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Establish a TCP/IP connection with the 
server and determine the client IP address 
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Obtain the client IP address and the subnet mask, and 
determine the peer IP address of the client node 
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Register the peer IP address, the 
client IP address, and the subnet mask of 
the client node with the node registry 
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Set the entry for the client node to 
indicate NAT has not been performed 
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Set the entry for the client 
node in the node registry 
to indicate NAT has been 
performed, and client node is 
unreachable from the network 
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Can 
'server connect 
using client IP 
address 
? 



Set the entry for the 
client node to indicate 
client node is unreachable 
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Set the entry for the 
client node in the node 

registry to indicate 
client node is reachable 
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Determine if there are any nodes in the network 
that contain a file matching the search terms 



Determine if there are any target nodes 
within the same private network as the 
requesting node by looking up the requesting 
node and the target node in the node registery 
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NAT performed 
on both requesting 
and target nodes, and 

jseer IDs match^ 
? 



NAT 
not performed 
"on either requesting node" 
and target node, and 
^subnet IDs match. 
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Target and requesting nodes in same 
network and target node is "locally 

reachable" through its client IP 
address from requesting client node 
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Target 
node registered as 
being directly 
reachable 
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Add target node to list 
of search results 
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Sort search results first by locally reachable target 
nodes followed by the directly reachable 
target nodes and return to requesting node 
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User clicks on a file name displayed 
next to an identified node to obtain file 



168 



If target node is locally reachable, send a request for 

the file from the requesting node to the client 
node using the client IP address of the the client node 
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If target node is directly reachable, send the file 
from the client node to the requesting node 
using the requesting node's peer IP address 



172 



Send the file from the Target node 
to the requesting node using the 
requesting node's client IP address 
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